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GDPR (EU-2018): 
Comprehensive data 
law that mandates 
user consent, data 
access, deletion rights, 
and high fines for non-
compliance. 

CCPA (California, 
USA-2020): Gives 
California residents 
rights to know, access, 
delete, and opt out of 
the sale of their data, 
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In this current data-driven world, personal data fuels everything 
from marketing algorithms to healthcare innovations. However, 
collecting this data should also be ethical, which brings our 
attention on ethical responsibilities. Salient among them are, 
respecting users consent, ownership, and usage rights. Going 
through this isn’t just a legal requirement; it’s essential for 
maintaining trust & integrity in this digital age.


Understanding Consent in Data Collection

Consent is more than a checkbox; it’s a user’s direct approval to 
collect and use their data. Modern data privacy laws, such as 
Europe’s GDPR and California’s CCPA, which emphasises on 
informed consent, transparency, and users control over his 
personal data. Under these regulations, organisations must clarify 
what data they’re collecting, what is its purpose, and how long 
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DPDP Act 
(India-2023): Requires 
lawful data collection, 
user rights for data 
access and deletion, 
and regulates cross-
border transfers.

they intend to retain it. Yet, true consent goes beyond mere 
compliance. Ethical data collectors should prioritise making their 
privacy policies more clear & understandable, which will enable 
users to make more informed choices.


Data Ownership: Who Controls the Data?

The question of who actually owns personal data 
is a rather both difficult and complex one. 
Legally, companies often claim ownership of the 
data they collect. However, ethically, individuals 
who are the real owners should retain major 
control and access to their information. With 
personal data becoming a lucrative asset, 

discussions and 
debates have 
emerged around 
data monetisation 
and whether users 
should financially be 
benefited from their 
information. An ethical approach 
respects individuals’ right to control, 
access, and even withdraw their data 
if they wish, reinforcing a sense of 
personal ownership.


Usage Rights and Ethical Data 
Stewardship

Even with all the consent from 
owners, data usage must remain 

within ethical bounds. This means limiting data use to its original 
intent, avoiding any misuse, and implementing safeguards to 
prevent unauthorised access. With data breaches and misuse on 
the rise, companies must go beyond compliance, adopting a role 
of ethical stewardship by collecting only necessary information, 
securing it responsibly, and being transparent about any changes 
in its usage.


A Call for Ethical Standards in Data Collection

As data students and consumers, we share the responsibility to 
demand ethical standards that protect each and every individuals’ 
rights. By prioritising consent, respecting their ownership, and 
maintaining fair usage practices, we can build a digital landscape 
where data benefits everyone without compromising anyones 
privacy. Organisations that adopt these principles don’t just meet 
legal standards they help us create a culture of respect, integrity, 
and transparency which are critical assets in today’s world.

“Privacy isn’t 
about something 
to hide. Privacy 
is about 
something to 
protect.” 

   -EDWARD SNOWDEN
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